$) BAHK UTB

NMAMATKA
"O MEPAX BE3OIMNACHOI'O UCIMNOJIb3OBAHUA BAHKOBCKUX KAPT"

CobniogeHve pekomMeHzauun, coaepxawmxca B [llamMaTke, no3BoAuUT obecneynTb
MaKCMMasibHY COXPaHHOCTb 6aHKOBCKOW KapTbl, ee pekBu3auToB, NMUH n apyrux AaHHbIX, a
TaKXXe CHU3UT BO3MOXHbl€ PUCKU NPU COBEpPLUEHUN onepaunii ¢ ncnosnb3oBaHneM 6aHKOBCKOM
KapTbl B 6aHKoMaTe, npu 6e3HanM4yHOM onsiate TOBAapoOB M YCNyr, B TOM 4ucne yepes ceTb
NHTepHeT.

O6wme pekoMmeHaaumm

1. Hukorga He coobwante [IMMWH TpeTbMM nuuaM, B TOM 4uCie PpOACTBEHHMKAM,
3HaKOMbIM, COTPYAHMKAM KpPeaAUTHOW OpraHu3auuu, KaccmpaMm M nuuam, nomMorarowmm
BaM B Mcnonb3oBaHMn 6aHKOBCKOW KapThbl.

2. NMWH HeobxoAMMO 3amMOMHUTbL UM B cniydae, ec/ih 3TO 4ABNAeTCA 3aTpyAHUTENbHbIM,
XpaHNUTb ero oTAaesibHO OT 6aHKOBCKOM KapTbl B HEABHOM BUWAE U HEAOCTYNMHOM ANA
TPETbUX NNL, B TOM YUC/1€ pOACTBEHHUKOB, MECTE.

3. | Hukorga HM npu Kakmx o6CTOSAITENbCTBAX He nepenaBailTe 6aHKOBCKYK KapTy ANS
MCMNONb30BaHMS TPETbUM NMUaM, B TOM 4YuClle poACTBEHHMKaM. Ecnn Ha 6aHKOBCKOM
KapTe HaHeceHbl aMunms n uMMs GU3nYeckoro nuua, To TONbKO 3TO du3lMyeckoe
MU0 MMEET NpPaBO MCMNONb30BaTb 6@HKOBCKYHO KapTy.

4. | Mpun nonyyeHmMn 6aHKOBCKOM KapTbl pacnuwmTecb Ha ee 060pOTHOIM CTOPOHE B MecTe,
npegHasHayeHHOM Ana  noAnucu  aepxaTtenss 6aHKOBCKOW  KapTbl, €CiM  3TO
npeaycMOTPEeHO. DTO CHU3WUT PUCK MCMNoSb30BaHWs H6aHKOBCKOW kapTbl 6e3 Bawero
cornacus B c/iyyae ee yTtparbl.

5. | ByabTe BHMMaTENbHbI K YC/I0BUSIM XPaHEHUSI U UCMOJ1b30BaHUS 6aHKOBCKOM KapTbl. He
noasepramnTte 6aHKOBCKYI0 KapTy MEXaHUYECKUM, TeMnepaTypHbIM 7
3/1IEKTPOMArHUTHbIM BO3AEWUCTBMSAM, @ TakKXe u3berante nonagaHus Ha Hee Bnaru.
BaHKOBCKYIO KapTy Henb3si XpaHUTb psSAoM C MObunbHbIM TenedoHoM, 6bITOBON W
OMPUCHON TEXHUKOWN.

6. | TenedoH KpeaUTHOW oOpraHms3aumm - 3MUTeHTa 6GaHKOBCKOW KapTbl (KpeauTHOWM
opraHusauum, BblaaBwen 6aHKOBCKYH KapTy) YyKasaH Ha o060pOTHOM CTOpoOHe
6aHKOBCKOM KapTbl. Takxe Heobxoammo Bcerga WMeTb nNpu cebe KOHTaKTHble
TenedoHbl KpeaAWTHOM oOpraHums3auum - >sMuUTeHTa 6aHKOBCKOM KapTbl U HOMep
6aHKOBCKOM KapTbl Ha APYrMX HOCUTENSAX WHGOpPMauMn: B 3aNUCHOM  KHUXKKE,
MoO6bunbHOM TenedoHe w/mnu Apyrux HOCUTENSX WHMOpMauuum, HO He psSaoM C
3anucbio o MNMNH.

7. | C uenblo npenoTBpalleHUs HenpaBOMepHbIX AEUCTBUMM MO CHATUKD BCEW CYMMbl
AEeHexXHbIX cpeacTB € 6aHKOBCKOro cyeta uenecoobpasHO YCTaHOBUTb CYTOYHbIN
UMUT Ha CyMMy onepauun no 6aHKOBCKOW KapTe U OAHOBPEMEHHO MOAK/IYUTL
SNIEKTPOHHYIO YCNYyry OMoBEeWeHUs O MpoBeAeHHbIX onepaumax (Hanpumep,
onoselleHne NocpeacTsoM SMS-coobLeHnn Uan MHbIM CNocobom).

8. |lpu nonyvyeHun npocbbbl, B TOM 4MUCNE CO CTOPOHbl COTPYAHMKA KpeaAUTHOM
opraHusauunm, coobuwmTb nepcoHanbHble AaHHble UAWM MHOpMauuio 0 6aHKOBCKOWM
kapte (B ToM uucne T[MMNH) He coobwante wux. [lepe3BOHUTE B KpPeaUTHYH
OpraHusauuno - 3MUTeHT 6aHKOBCKOW KapTbl (KPeAUTHYK OpraHm3auuio, BblAaBLUYHO
6aHKOBCKYIO KapTy) M coobLinte 0 AaHHOM dakKTe.

9. He PEKOMEHAYETCA OTBE€YaTb Ha 3JIEKTPOHHbIE TMMWNCbMA, B KOTOPbIX OT WMEHMU




KpeauTHOM opraHm3aumm (B TOM 4YUCIe KPeaAUTHOW opraHm3aumm - 3SMUTEHTA
6aHKOBCKOM KapTbl (KpeauTHOM opraHm3auum, BblaaBwen 6aHKOBCKYH KapTy))
npeanaraeTcs NpeaoCTaBUTb NepcoHanbHble AaHHble. He cneaynte no "ccbinkam",
YKa3aHHbIM B NMCbMax (BK/IKOYAA CCbISIKU Ha CaAWT KpeaUTHOM opraHm3aumn), T.K. OHU
MOryT BECTU Ha CalTbl-ABONHUKMN.

10.

B uenax wWHOOPMauMOHHOIO B3aMMOAEUCTBUA C KpPeAWTHOW opraHusauven -
SMUTEHTOM 6aHKOBCKOW KapTbl (KpeAWTHOM opraHusauuu, BblaaBllen 6aHKOBCKYHO
KapTy) peKoMeHAYeTCSA MCMNOob30BaTb TO/IbKO PEKBU3UTbI CPEACTB CBA3U (MOOWU/bHbBIX
M CTauuoHapHbiXx TenedoHoB, aKcoB, WHTEpPAKTUBHbLIX Web-canToB/nopranos,
06bl4HON U 3NEKTPOHHOM NOYTbl W TMp.), KOTOpble YyKa3aHbl B [OKYMEHTaXx,
NOJTYYEHHbIX HENOCPEeACTBEHHO B KpeAUTHOW OpraHum3auum - sMuTeHTe 6aHKOBCKOM
KapThbl.

11.

NMoMHUTE, YTO B Cnyyae packpbiTns MNH, nepcoHanbHbIX AaHHbIX, yTpaTbl 6aHKOBCKOM
KapTbl CyLLeCTBYEeT PWUCK COBEpPLUEHUS HEMNPABOMEPHbIX AEWCTBUN C AEHEXHbIMU
cpeAcTBaMM Ha BaweM 6aHKOBCKOM CYETEe CO CTOPOHbI TPETbUX SNL,.

B cnyyae ecnn nmetoTcs NpeanonoXxeHns o packpbitum MUH, nepcoHanbHbIX AaHHbIX,
NO3BOJISIOLMX COBEPLUMTbL HENPABOMEPHble AeACcTBUS C BawmM 6aHKOBCKMM CYETOM, a
Takxe ecnu 6aHkoBcKkas kapTa bblna yTpayeHa, Heob6xoAnMO HeMeaneHHO 06paTUTbCA
B KPEAWUTHYIO OpraHM3aumio - SMUTEHT 6aHKOBCKOWM KapTbl (KpeaUTHY0 opraHuMsaumio,
BblAaBWY 6aHKOBCKYI KapTy) M C/nefoBaTb YKasaHWaM COTpyAHMKA JAaHHOWM
KpeaAuTHOM opraHmsaumm. o MoMeHTa obpalleHusi B KPeaAUTHYK OpraHuMsauuio -
3MUTEHT 6aHKOBCKOW KapTbl Bbl HeceTe pucK, CBSI3aHHbIA C HECAaHKLMOHMPOBAHHbIM
CMMCaHMEM AEHEXHbIX cpeacTB ¢ Bawero 6aHkoBckoro cyeta. Kak npaBuno, cornacHo
yC/IOBMSIM [0OroBOpa C KpeaUTHOW opraHu3auuvein - 3MUTEHTOM 6aHKOBCKOM KapTbl
AEHeXHble CpeacTBa, CNuCaHHble C Bawero 6aHKOBCKOro cyeta B pe3ynbraTte
HEeCaHKLMOHMPOBAHHOIMO WCMNONb30BaHMS Balwel 6aHKOBCKOM KapTbl A0 MOMEHTa
yBelOMNeHNs1 06 3TOM KpeaMTHOW opraHuMsauum - 3MUTeHTa 6aHKOBCKOM KapTbl, He
BO3MeELLATCS.

PekoMeHAaUMM Npu COBEpPLUEHUM onepayun
c 6aHkOBCKOM KapTou B 6aHKkOMaTe

OCYU.I,ECTB)'IFII‘/JITE onepaunnm C KNCMNOJIb30BAHNEM 6aHKOMaTOB, YCTAHOBJIEHHbLIX B
6e3onacHbIX MecTax (HaanMep, B roCcyaapCrtBEHHbIX y4pexaeHundax, noapasgeneHnax
6aHKOB, KPYMHbIX TOProBebiX KOMMNAEKCax, roCtTMHMLAax, as3ponoptax u T.I'I.).

He wucnonb3ynte ycTpouctBa, KoTopble TpebytwT BBoaa [MWH ana pocrtyna B
noMeLleHune, rae pacnonoxeH 6aHkomar.

B cnydae eciun nobamnsoctn ot 6aHKOMaTa HaXxo4ATCH NMOCTOPOHHKWE NuuUa, cneayer
Bbl6paTb bonee noaxoasuiee BpeMA  AnA MCNos1b30BaHNA 6aHkoMaTa nnn
BOCMNOJ1b30BATbCA APYTrM 6aHKoOMaTOM.

MNepen wncnonb3oBaHneM 6aHKOMaTa OCMOTPUTE €ro Ha HanuMume AONOJIHUTENbHbIX
YCTPOWMCTB, HE COOTBETCTBYHOLWMX €ro KOHCTPYKUMM W pPacrosIOXXEHHbIX B MecTe
Habopa MWH n B MecTe (Npopes3b), NpeaHasHaAaYeHHOM ANa npuemMa kapT (Hanpumep,
Ha/IMuMe HEpPOBHO YCTAHOBJIEHHOW KNaBuaTypbl Habopa MWH). B ykasaHHOM cnydae
BO3AEPXUTECH OT UCMNOMIb30BaHUA Takoro baHkoMaTa.

B cnyyae ecnu knaBuaTypa MM MecTo An8 NpueMa KapT 6aHKoMaTa 060pyAoBaHbI
[OMOJIHUTE/NIbHbIMA ~ YCTPOMCTBAMW, HE COOTBETCTBYHOLWMMU €ro  KOHCTPYKLUMU,
BO34EPXUTECH OT WCMOSb30BaHUSA 6GaHKOBCKOW KapTbl B AaHHOM 6GaHkoMate W
cooblMTE O CBOMX TMOAO3PEHUAX COTPYAHWKAM KPeaAUTHOW opraHMsauum no
TenedoHy, ykasaHHOMY Ha 6aHKoMaTe.

He npumMeHsanTe dusmyeckyo cuay, 4tobbl BCTaBUTb 6aHKOBCKYHK KapTy B 6aHKoMaT.




Ecnn 6aHKoOBCKass KapTa He BCTaBNSIETCS, BO3AEPXMUTECH OT MCMOJSIb30BAaHUS TaKoro
6aHKoMaTa.

HabupanTte MNMWH TakuM obpasoM, 4Tobbl NOAM, HAXOASAWMECH B HEnoCpeACTBEHHOW
6nunsoctn, He cmornu ero yeuaetb. [Npu Habope TMWH npukpbiBanTe knasmaTypy
PYKOMW.

B cnyyae ecnu 6aHkomaT paboTaeT HeKOppekTHO (Hanmpumep, AOAroe BpeMms
HaXoAUTCA B PpeXuMe O0XuaaHusa, CaMOMpPoOM3BOJILHO Mepe3arpy)aeTcs), cneayer
0TKa3aTbCs OT MCMOSIb30BaHMSA Takoro 6aHkoMaTa, OTMEHUTb TeKyllyk onepauuto,
Ha)kaB Ha knaBmaType KHonky "OTMeHa", n AoXxaaTbCsa Bo3BpaTa 6aHKOBCKOW KapThbl.

Mocne nony4vyeHnsa HalM4HbIX AEHEXHbIX CPpeaCTB B 6aHkoMaTe cneayeTr nepecynTaTb
6aHKHOTbI MNOJINCTHO, Y6e,D,VITbCF| B TOM, 4TO 6aHKOBCKas KapTa 6bina BO3BpalieHa
6aHKOMaTOM, A0XXAOaTbCA BblAa4yn KBUTAHUUKU MPpU €€ 3anpoce, 3aTEM MOJIOXKUTb UX B
CYMKY (KOLue}'IeK, KapMaH) M TONIbKO Mocne 3TOro oTxXxoaAuTb oT 6aHKoMaTa.

10.

C}'Ie,D,YET COXpaHATb pacnedyaTaHHble 6aHKOMaTOM KBUTAHUUWU AN I'IOCJ'IG,D,YI-OLLI,GVI
CBEPKU YKA3aHHbIX B HUX CYMM C BbIMMCKOW MO 6aHKOBCKOMy CYETY.

11.

He npucnywwuBanTeCcb K cOBeTaM TPETbUX /KL, @ TakXe He NpUHUManTe UxX NOMOoLlb
npu npoBeaeHun onepaunii ¢ 6aHKOBCKOM KapTon B baHKOMaTax.

12,

Ecnu npu nposeaeHun onepauun ¢ 6aHKOBCKOM KapTon B 6aHkoMaTe 6aHKOMaT He
BO3BpaLwlaeT 6aHKOBCKYIO KapTy, cneayeT NO3BOHUTb B KPEAUTHYIO OpraHu3auuio no
TenedoHy, YKa3aHHOMY  Ha 6aHkomaTe, " 06bsicHUTL  0b6CTOSITENBCTBA
npousoLweawero, a Takxke cneayet obpatuTbCa B KPeAUTHYIO OpraHM3aunto - aMUTEHT
6aHKOBCKOM KapTbl (KpeAUTHYK OpraHusauuio, BblAaBlykd 6aHKOBCKYH KapTy),
KoTopas He 6bina Bo3BpaweHa 6aHKoOMaToM, W pJanee cnefoBaTb MHCTPYKUMAM
COTpPYAHMKA KpeaUTHOW opraHm3auumu.

PekoMeHAaUMU NpU UCNOJIb30BaHMMN 6AaHKOBCKOMN KapThbl
ana 6e3HasIMYHON onlaTbl TOBApPOB U yCANyr

He I/ICI'IO}'IbBYI‘/JITe 6aHKoOBCKMe KapTbl B OpraHunsauuax Toproeam W ycnyr, He
BbI3blBalOLWNX AOBEPUA.

Tpebyinte npoBeaeHnss onepauuMn C 6GaHKOBCKOM KapTOM TONbkO B Bawem
NPUCYTCTBUM. DTO HeobXxoAMMO B LENAX CHMXEHUS pucKa HenpaBOMepHOro
noay4yeHms Balwnx nepcoHanbHbIX AaHHbIX, YKa3aHHbIX Ha 6aHKOBCKON KapTe.

Mpu ncnonb3oBaHUM 6aHKOBCKOM KapTbl AN OnNJsaTbl TOBAPOB U YCAYr KacCUp MOXeT
notpeboBaTb OT Bragesnbua 6aHKOBCKOM KapTbl NpeAoCTaBUTb NACnopT, NOANMCATb
yek unu Beectn MWH. Mepen Habopom MUH cneayet ybeautbCcsa B TOM, 4YTO Nt0oAM,
Haxoaswmeca B HenocpeaCTBEHHON 6/IM30CTM, He CMOryT ero yBuaeTb. lNepen TeM Kak
noanucaTtb 4Yek, B 06s3aTesibHOM NopsAKe NpoBepbTe CYMMY, YKa3aHHYHO Ha 4yeke.

B cnyyae ecnu npu nonbiTKe onnatbl 6aHKOBCKOW KapTon nMmena mecTto "HeycnewHas"
onepauus, cneayet COXpPaHUTb OAWH SK3EMMISAP BblAAHHOMO TEPMMHANOM 4yeka AN
nocneayowen npoBepKM Ha OTCYTCTBME YKa3aHHOM onepauum B BbIMUCKE MO
6aHKOBCKOMY CYeTy.




PekoMeHaauMm Npm coBepLUeHMM onepaumm ¢ 6aHKOBCKOM
KapTou uyepes cetb MHTepHeT

He ncnonb3yute MNMNH npun 3akase ToBapoB U YCNyr 4Yepe3 ceTb VMIHTEepHeT, a Takxe no
TenedoHy/dakcy.

He coobwante nepcoHanbHble AaHHble uan uMHdopmauuto o 6aHkoBckon(oM) KapTe
(cueTte) yepe3 cetb NHTepHeT, HanpuMmep MWH, naponun goctyna K pecypcam 6aHka,
CpPOK JAenctBua 6GaHKOBCKOWM KapTbl, KpeaAuTHble /NUMWUTbI, WUCTOPUIO oOnepauun,
nepcoHanbHble AaHHbIE.

C uenbk npeaoTBpalLleHUss HernpaBOMEpPHbIX AENCTBUIA MO CHATUIO BCEl CyMMbl
AEHEeXHbIX CpeacTB ¢ 6aHKOBCKOIO cYeTa pekoMeHAyeTCsl ANs OnaTbl NOKYMOK B CETU
NHTepHeT wucnonb3oBaTb OTAENbHYKD 6aHKOBCKYO KapTy (Tak Ha3blBaeMyto
BUPTYaNbHYl0 KapTy) C nNpeaenbHbiM JMMUTOM, nNpeaHasHayeHHYl TONIbKO ANis
yKa3aHHOM Lenn 1 He Mo3BOSIAKLWY NMPOBOAUTL C €e WUCMOJSIb30BaHMEM onepauun B
OopraHu3aunsix TOproean U YCnyr.

CneayeT nonb30BaTbCA WHTEPHET-CaMTaMM TOJIbKO W3BECTHbIX W  MPOBEPEHHbIX
OpraHu3aunii TOproBau U ycnyr.

Ob6s3aTenbHO ybeantTecb B MpPaBUIbHOCTUM aApeCcOB WMHTEPHET-CAaMTOB, K KOTOPbIM
NoAKIOYaeTeECh M Ha KOTOpbIX cobupaeTeCb COBEPLUNTb MOKYMKU, T.K. MOXOXMWE
aZipeca MOryT UCMONb30BaTbCsA A1 OCYLUIECTBIEHUS HENPABOMEPHbIX AENCTBUN.

PekoMeHayeTCA coBepllaTb MOKYMKW TOJIbKO CO CBOEro KOMMbiOTepa B Lensx

COXpaHeHus KoHdMAEHUMAaNbHOCTU NEepPCOHaNbHbIX AAHHbLIX U (MNK) MHMOpMauMn o
6aHkoBckoM(oM) kapTe (cueTe).
B cnydae ecnm nokynka coBepllaeTcs C MCMNOSIb30BaHMEM 4YYXOro KOMMbIOTepa, He
pPEKOMEHAYETCA COXpPaHATb Ha HEM MepCOoHasbHble AAaHHbIE U APYryto MHbOpMaumio, a
nocne 3aBeplleHns BCeEX onepauuim HyxHO ybeauTbCs, YTO NepcoHalnbHble AaHHbIE U
apyras nHdopmaumsa He coxpaHunucb (BHOBb 3arpy3vB B 6pay3epe web-cTpaHuuy
npoAaBLa, Ha KOTOPOW COBEPLUAIIMUCH NOKYMKK).

YcTaHOBUTE Ha CBOWM KOMMbOTEP aHTUBUPYCHOE TnMporpaMMHoe obecneyeHne W
perynsapHo NponsBoauTe ero obHoBeHne n 06HOBNEHWE APYTNUX UCMONb3yeMbIX Bamu
NporpamMMHbIX MPoAYKTOB (OMnepauuMoHHON CUCTEMbI M MPUKNAAHbLIX MPOrpaMMm), 3TO
MOXET 3alnTUTb Bac oT NPOHMKHOBEHMS BPEAOHOCHOI0 NporpaMMHoro obecneyeHums.




